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Preface

Th e Internet of Th ings (IoT) is creating unprecedented new business and scientifi c opportunities that 
are envisaged to make giant leaps in the way humans interact with Th ings that were earlier mostly static 
in nature. Th e IoT technology is demonstrating the ease of making interaction with our environment 
more dynamically by embedding devices that host a variety of sensors and actuators capable of providing 
real-time actionable information. 

Th e interdisciplinary nature of IoT is enabling many cross-domain applications providing a host 
of services in many areas such as smart cities, healthcare, retail, agriculture, industrial automation, 
etc. However, with it also comes many interoperability challenges to overcome so that the devices and 
applications can work without being constrained by the underlying representations and protocols. 
Towards this, huge eff orts are underway by several organizations to develop reference models and 
standards at every level of the IoT stack. Th ese standards are now gradually making their way into 
various IoT system implementations. 

 Another major reason for the widespread interest and eff orts for adoption of IoT technologies is 
the availability of a variety of sensors that are capable of sensing a wide range of variables related to the 
physical environment, equipment, infrastructures, etc. 

Th e current technologies for integration of IoT with cloud is facilitating the development of highly 
scalable IoT systems. Several IoT cloud solutions are also providing functionality to perform big 
data analytics using various approaches such as AI, machine learning, and deep learning, running on 
high-performance computing (HPC) systems.

 Another emerging area is real-time IoT data analysis called edge analytics, which is performed at the 
edge of the IoT devices to provide situational awareness. Th is is usually integrated with IoT gateways. 

Rapidly evolving electronic device technology such as microcontroller chips, nuclear batteries with 
large life time, etc. will open new avenues for deploying IoT solutions in inaccessible terrains in the 
near future. Various business models are emerging on monetization of the IoT systems and holds great 
promise for high return on investment. 

About this Book
Internet of Th ings (IoT) covers a wide range of topics providing both introductory aspects of IoT as 
well as recent advances in IoT. A lucid treatment of the subject matter is adopted to enable the reader 
to easily grasp the concepts and techniques. Th is book strives to strike a balance between the theoretical 
content and hands-on material.

Th e IoT domain contains aspects that are related to both hardware and software, hence, there is 
a need to provide equal treatment on both those aspects. Various well-known hardware (sensors/
actuators, microcontrollers, etc.) are described and how to use them to develop IoT-based systems 
is also explained. Th e book discusses the most relevant hardware that is available in the market for 
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iv Preface

readers to purchase it and begin experimentation. It covers several examples with various hardware. Th e 
theoretical material related to the software aspects of IoT is also complemented by focused examples 
using well-known programming languages such as Java and Python. 
Th e target   readers of this book are undergraduate and post-graduate engineering and science students 
(BE/B.Tech/M.Tech/BSc/MSc), and computer applications’ students (BCA/MCA). It can be adopted 
as a text book for the IoT courses in these degree programs. Further, software engineers, web developers, 
IoT product designers, educators, and beginners in IoT will fi nd this book useful. We also recommend 
this book for managerial personnel who are managing IoT systems. 

Features of the Book
• Approaches IoT in an application-oriented manner, connecting the foundational aspects of the 

subject with its relevance in real-life applications and spread with easily understandable examples 
throughout the book.

• Each chapter begins with a bulleted list under the heading “Chapter Objectives”, listing the 
knowledge the readers would gain after reading it. 

• Th is is followed by a “Recap” box that consists of a bulleted list of key concepts and the relevant 
sections in the book that the reader needs to be familiar with before embarking on the current 
chapter. 

• Boxed items provided in each chapter describe a particular concept/technology/application in 
more detail. 

• Hands-on programming exercises in Python, Java, Arduino are provided with step-by-step 
instructions in relevant chapters. 

• Discusses use cases with fully working code in an exclusive chapter.
• A section on “Best Practices” is provided for relevant chapters at the end of each chapter, followed 

by the sections “Further Reading”, “Exercises” and “Key References”.

Organisation of the Book
Th e book is divided into fi ve parts and 18 chapters, listed below:

Part I: Foundational Aspects

Chapter 1: Emergence of IoT
Th is chapter begins with the vision and explanation of various defi nitions of the IoT from diff erent 
perspectives and settles on one working defi nition forming the basis on which the rest of the concepts 
are explained in this book. Th e interdisciplinary nature of IoT, the challenges involved in its further 
evolution and standardization, and contribution factors across various disciplines to the widespread 
diff usion of IoT are also explained.

Chapter 2: Concept of Smart Th ings/Objects
Th is chapter discusses how Th ings are made smart through sensors, actuators, communication over 
network interfaces, and connection to the Internet with some motivating examples. Th e Machine-to-
Machine (M2M) concepts are described and the key diff erences between IoT and M2M are explained. 
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Preface v

Chapter 3: Wireless Sensor Networks in IoT
Th is chapter introduces wireless sensor networks (WSNs) and describes its basic attributes. Further, 
diff erent network topologies in WSN are presented. Th e WSN communication patterns such as 
broadcast, multicast, fl ooding, gossiping, and other related protocols are discussed. Data aggregation 
approaches and various routing techniques in WSNs are described. Several real-world applications of 
WSNs are discussed. Finally, the evolution of wireless sensor networks towards IoT is presented.

Chapter 4: IoT Standards and Protocols
Th is chapter describes various wired and wireless technologies available. Various layers, protocols, 
packets, and services are explained. Role of IPV6 in IoT is elucidated. In addition, various low-power 
wide-area network (LPWAN) technologies specifi cally designed for low baud rate and long-range 
communications such as NB-IoT and LoRaWAN are discussed. Several data link layer communication 
protocols such as WirelessHART, Z-Wave, Bluetooth and ZigBee, DASH7 and LTE-A are introduced. 

Part II: Understanding the Nuts and Bolts of IoT Hardware, Software, and Middleware

Chapter 5: Sensors and Actuators in IoT
Th is chapter describes the perception layer of the IoT. It covers a comprehensive description of various 
sensors such as those available on a mobile phone like light sensors, environment measuring sensors 
such as temperature and pressure, medical sensors such as heart and pulse rate sensors, fl ow and fl uid 
measuring sensors, range and motion capture sensors, and touch sensors. A description is provided for 
diff erent types of actuators such as servo motor, stepper motor, DC/AC motor, linear actuators such as 
solenoid and relay. Several application areas corresponding to the sensors and actuators are presented.  
Th e subsequent chapters provide a hands-on approach for integration of these sensors with various 
prototyping kits such as Arduino, Raspberry pi, pcDuino, and Beaglebone.

 Chapter 6: Open Hardware in IoT
Th is chapter explains open hardware technologies available for making IoT applications such as 
Arduino, Raspberry pi, Beaglebone, pcDuino, and CubieBoardto design a customised board suitable 
for a specifi c application. Comparison of diff erent existing open hardware platforms is provided. It 
discusses how to choose the right platform for a specifi c application based on the limitations and 
capabilities of the hardware and complexity of the problem. Further, cellular IoT devices discussed are 
Adafruit Feather 32u4 Fona, GOBLIN 2, LinkItONE, Hologram Dash, and Arduino GPRS Shield. In 
addition, a description of industrial microcontrollers such as PLC and RTU is given. A comparison of 
various hardware platforms based on several attributes such as Size, Weight, CPU, Memory, and Power, 
as well as Expansion Connectors, Operating System, and Programming Languages is presented. 

 Chapter 7: IoT Middleware
Th is chapter begins with the description of the function and high-level description of a middleware 
followed by an explanation about the fundamental features of a middleware. Th e need for an IoT 
middleware is clearly brought out and the functional and non-functional requirements are presented. 
Various architectures of the IoT middleware are explained with a comparison. Th e development of 
IOT services is described based on Services Oriented Architecture (SOA), and various fl avours of SOA 
such as HTTP/REST, HTTP/SOAP, WS-I, and JMS are explained. State-of-the-art IoT Middleware 
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vi Preface

(OpenIoT, KaaIoT, Node-RED, CHOReOS, LinkSmart, CarrIoT, Oracle Fusion and Google Cloud 
IoT) both Commercial off  the Shelf (COTS) and open source are reviewed along with the main 
application domains for which they were developed.

 Chapter 8: IoT Software Platforms
Th is chapter introduces the need for developing IoT platforms, and explains the fundamental 
characteristics of an IoT Platform, and its benefi ts. A general framework for IoT platforms is presented 
and each component of that framework is described. Further, the IoT software platforms landscape is 
described in terms of Commercial IoT platforms (Amazon Web Service (AWS) IoT Platform, Bosch 
IoT Suite, EVRYTHNG, IBM Watson IoT Platform, Cisco Kinetic IoT, Google IoT Cloud, and 
Microsoft Azure IoT Suite) and open source IoT platforms (Th ingsBoard, OGC SensorTh ings, Th inger.
io, SiteWhere, and Th ingSpeak). Some guidelines for choosing an IoT platform are presented. A step-
by-step, hands-on exercise using an IoT platform (Th ingsBoard) is given towards the end of the chapter. 

 Chapter 9: Prototyping IoT Applications
Th is chapter explains the importance of prototyping and its benefi ts while developing IoT projects with 
physical objects, software and hardware controllers, sensors, actuators, and Internet. It explains various 
steps of prototyping with examples in several application domains. Th e various stages involved in 
prototyping are explored such as refi ning IoT product idea, physical and logical design considerations, 
choosing a specifi c microcontroller, design of housing for the physical object and moving parts, and 
developing and enabling web services through which the IoT device shares the information or acts as a 
smart thing. Various online prototyping tools, APIs for real-time IoT applications, packages for IoT in 
Python are reviewed. Th e embedded code writing section explains the use of IDEs, various IoT related 
programming languages and effi  cient code writing. A real world prototype example (hands-on exercise) 
related to smart home is described towards the end of the chapter  

Part III: IoT Big Data Science and Analytics

 Chapter 10: Big IoT Data Science
Th is chapter introduces the foundations and principles of big data science from an IoT perspective. 
Th e steps involved in the data science process are described with examples written in Python. Th e 
concepts of artifi cial Intelligence (AI) and machine learning including the recently emerging Deep 
learning approaches are described from an IoT analytics point of view. Concepts of Data lake/Swamp 
are discussed and the chapter introduces the concept of Edge analytics (chapter 12 is entirely dedicated 
to edge analytics). Machine learning tools are explained with IoT use cases. Th e various forms of big 
IoT data analytics such as descriptive, diagnostic, predictive and prescriptive analytics are described. 
Further, a section on various approaches for real-time analytics such as event stream and data stream 
mining approaches is presented. IoT Data stream learners for classifi cation, regression, clustering, 
and frequent pattern mining are explained with examples coded in Python and R. Further, currently 
popular machine learning and deep learning tools are reviewed.  

Chapter 11: IoT in the Cloud
Elucidates the complementary aspects of cloud computing and IoT. Th e drivers for integration of Cloud 
and IoT are explained. How the Cloud IoT paradigm is evolving and various cloud computing service 
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Preface vii

models are described. Emerging new services such as SaaS (Sensing as a Service), SAaaS (Sensing and 
Actuation as a Service), SEaaS (Sensor Event as a Service), SenaaS (Sensor as a Service), are explained. 
Current IoT-based cloud providers and their off erings are given.

 Chapter 12: Edge Analytics: Near Real-time Sensor Stream Processing
 Th is chapter begins with the defi nitions of Stream, its characteristics and Stream processing in the 
context of IOT, and provides a general framework for stream processing. Various existing platforms are 
described and compared. Th e concept of Fog computing, which is an extension of Cloud computing 
to the edge of the network is described. Edge computing and Edge analytics are described in terms 
of Event stream processing (ESP) and Complex event processing (CEP). Various open source stream 
processing tools are introduced. An example walkthrough of performing edge analytics is described. 
Th is chapter concludes with a scope for future developments and various applications, which are using 
the stream processing approaches.

 Chapter 13: Embedded High Performance Computing (HPC) for IoT
Th is chapter introduces the basic elements of embedded high performance computing. It explains 
the need to address the data throughput requirements of high-density computing applications of 
IoT. Several IoT application areas, which will benefi t from embedded HPC are described. A general 
framework for developing Embedded HPC applications is presented. Graphics processing Units 
(GPUs) are explained, and introduction to GPU-based cluster computing is presented. Embedded 
HPC development toolkits are introduced along with various software tools. IoT applications using 
embedded HPC are described along with a hands-on example on using an embedded HPC platform 
(Jetson Nano) for image analytics. 

 Part IV: Data Management in IoT

 Chapter 14: Interoperability in the IoT Ecosystem
Th is chapter addresses the issues surrounding the seamless and meaningful exchange of data and 
services between various interconnected IoT networks that have diff erent network and communication 
protocols, data representations and confi gurations. Th e IoT architecture reference model (IoT-A) and 
its various submodels focusing on the immutable components of IoT domain are discussed. Further, 
various types of IoT interoperability are described. Th e concept of an Ontology is introduced, and 
the W3C standard Web Ontology Language (OWL) for developing ontologies is presented. Semantic 
sensor web development eff orts by various organizations are given. Th e concept of Web of Th ings is 
introduced and its usefulness in enabling interoperability by connecting things and applications to 
the internet is described. Th e role of W3C in developing and promoting standards related to sensor 
networks and IoT are also presented.

 Chapter 15: CyberSecurity and Privacy
Th e chapter begins by describing how everyday things will pose high information security risks in an 
IoT context and how these risks can percolate to various levels. Subsequently, various security issues 
related to services, hardware resources, information, and data in IoT are presented. Th e key attributes; 
data confi dentiality, privacy, and trust are described. Th e specifi c challenges encountered in IoT security 
are elaborated. Th e specifi c security issues involved each of the IoT layers (perception, network, and 
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viii Preface

application) are explained. Further, various forms of cyber attacks on IoT infrastructures are explained 
with examples. Further, various attacks on user privacy are elaborated and solutions to overcome them 
are presented. Need for lightweight cryptography for IoT systems is elaborated. Best practices for 
securing IoT devices are also explained.

 Chapter 16: IoT and Business Processes Management
Th is chapter describes the linkages between IoT and Business Process Management (BPM). BPEL and 
BPMN are explained, and how they can be used for streaming data from IoT to understand optimal 
paths, exceptions, and business events is discussed. Th e BPMN extensions required to incorporate IoT 
processes into BPM are described with illustrative examples. Th e services based on Services Oriented 
Architecture (SOA) and BPM processes reacting to sensor-related data and events are also explained 
through examples. A BPM and IoT case study is described with supply chain management as the 
application domain. 

 Part V: Compelling Use Cases of IoT

 Chapter 17: IoT Use Cases 
Th is chapter describes the following applications: Smart Agriculture, Smart Healthcare, Home 
Automation and Smart goods transportation. Th e description about the targeted organizations/
sectors/people are described in each use case. Further, components that are required to build a specifi c 
IoT application (based on the use case) such as sensors/actuators, prototyping boards, connections, 
middleware, and IoT software platforms are presented, along with the corresponding code/pseudo code 
to develop such an application.

 Chapter 18: Future Outlook
Th is chapter describes the future outlook of IoT from various perspectives. It is described in terms of a 
roadmap for the next 5 years on diff erent aspects of IoT such as protocols, sensors, platforms, and new 
applications.
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PART I: FOUNDATIONAL ASPECTS

Chapter 1: Emergence of IoT

Chapter 2: Concept of Smart Things/Objects

Chapter 3: Wireless Sensor Networks in IoT

Chapter 4: IoT Standards and Protocols
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H

A
PT

EREmergence of IoT 1 
“There are more people in the world who make things than there 
are people who think of things to make.”

 - Syd Mead

O
B

JE
C

TI
V

ES
O

U
TC

O
M

ES

• introduce the concept of Internet of Things (IoT)
• understand the various defi nitions of IoT and converge to a working defi nition
• recap past and current technologies that aided in the development of IoT
• describe the fundamental components of an IoT system
• present various game-changing applications that IoT is driving
• understand how technologies in various disciplines are enabling further evolution of IoT
• explain the issues in the development of disparate IoT systems based on a variety of technologies, and 

discuss the need for standardization of IoT systems at various levels
• overview of the role of various organizations that are actively involved in the standardization process and 

their activities

• understand the historical context and background of IoT and describe the IoT vision
• describe various defi nitions of IoT given by diff erent organizations and able to synthesize a defi nition of 

your own
• describe key enabling technologies that converged in the development of IoT
• appreciate the interdisciplinary nature of IoT
• understand the need for standardization at various IoT layers
• name various IoT standards and the organizations that are involved in developing them

1.1 BACKGROUND AND VISION 
Th e Internet has dramatically changed the way we conduct our daily life and has become the de facto 
way of communication. It has spread so deeply in our society that a lot of our routine activities are now 
driven by technology and are highly dependent on the Internet. By using mobile devices, we are able 
to conduct both personal and offi  cial businesses more effi  ciently. For example, with just a touch on the 
mobile screen, a host of services are available, such as ordering food, buying shoes, arranging meetings, 
keeping in touch with people, and buying tickets. Having Internet connectivity has become a way of 
life and will continue to percolate in many areas, which are previously unimagined.
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Emergence of IoT  3

It has revolutionized many domains and brought in many new applications to the forefront. 
Th e last decade has seen an accelerated synthesis of research in several path-breaking technologies, 
particularly in the areas of semiconductors, networking, and information processing. In addition, 
there has been a signifi cant drop in the prices of sensors, transmitters, processors, and computing 
infrastructure. Th ese have revolutionized both the information and communication technologies 
(ICT) and non-ICT areas. Consequently, a new paradigm has emerged called the Internet of Th ings 
(IoT), which aims to make things (physical objects) smart using sensors/actuators and digitally 
identifi able over the Internet so that these can be seamlessly accessed and controlled remotely. 
Further, these things have the ability to react in real time to the events in the environment that 
they exist, and send information to humans as well as other things autonomously to enable them to 
contextually respond for decision-making.

Gartner, a leading research and advisory company, predicts that by 2020, there will be 20.8 billion IoT 
devices connected around the world, overtaking the number of personal computers and smartphones. 
Another estimate by Cisco projects that nearly half of the devices connected to the Internet by 2023 
are IoT devices (see Fig. 1.1).

2018 2019 2020 2021 2022

*Figures (n) refer to 2015, 2021 device share

2023

30

35

25

20

15
Billions of

devices

10% CAGR

2018–2023

10

5

0

Other (2.1%, 3.9%)

Tablets (4%, 3%)

PCs (7%, 4%)

TVs (13%, 11%)

Non-Smartphones (13%, 5%)

Smartphones (27%, 23%)

M2M (33, 50%)

Global Device/Connection Growth by Type
By 2023, M2M connections will be more than half of total connections

Fig. 1.1 Number of Devices Connected to the Internet by 2023; Half (51%) 
of Them are IoT Devices 

(Source credit:  Cisco)

To understand this fast-paced development and adoption of IoT technologies in a better way, it is 
necessary to travel back in time and look at the key events and technologies that helped shape the 
current IoT. Th e historical context of the emergence of IoT is described in the next section.

1.1.1 Background
Although IoT has emerged recently, its roots go back to about two decades. In 1982, a Coke machine at 
Carnegie Mellon University (CMU), was fi tted with micro-switches and was connected to a computer 
to show how many coke bottles were left in the machine, so that anyone can just ping to it before going 
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4 Internet of  Things

to the vending machine to pick up a bottle. At that time, CMU was part of the ARPANET, so other 
universities were also able to fi nd out the number of coke bottles left. Th us, it became one of the very 
early examples of an IoT device.

In 1991, ubiquitous computing was proposed by Mark Weiser (Weiser, 1991). In 1995, 
Siemens developed the first Machine-to-Machine (M2M) communication application. It was 
used for sales terminals. In the year 1998, the Internet protocol IPv6 was developed and launched 
by the Internet Engineering Task Force (IETE) to overcome the IP address exhaustion problem 
of IPv4. IPv4 had only 32-bits, that is, a total of 232, which are not enough to handle the huge 
number of IoT devices currently and for future expansion. IPv6 is 128-bits, so a total of 2128 
addresses are theoretically possible, which are more than enough to cope with the ever expanding 
IoT devices in the coming years.

In the year 1999, Bill Joy wrote about Device-to-Device communication in his taxonomy of Internet 
(Pontin, 2005). In the same year, the Auto ID centre at MIT was working on the Radio Frequency 
Identifi cation (RFID) technology for asset tracking and supply chain management, where companies 
will be able to track their products and reduce operating costs. Th e team comprising of Kevin Ashton, 
Sanjay Sarma and David Brock, developed a way to connect objects to Internet via a RFID tag, making 
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Fig. 1.2 Timeline of IoT Technology Maturity
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Emergence of IoT  5

BOX 1.1: VARIOUS AUTO-ID TECHNOLOGIES

Barcodes, RFIDs, QR Codes, and NFC

Barcodes, QR Codes, RFID, and NFC are all systems for conveying large 
amounts of data in a small format.

Barcodes These are limited to 20 alphanumeric characters and data is 
stored only in the horizontal direction. UPC consists of 12 numeric digits 
that are uniquely assigned to each item at the point of sale. The bars rep-
resent numbers. These are inexpensive as they can be printed on paper or 
plastic. The data on the barcodes cannot be rewritten. Barcodes help to 
identify the type of the item, but not an individual item. The line of sight is 
important to scan the code properly. Reading items using a barcode could 
be time consuming as it can only read one item at a time.

Radio Frequency Identifi cation (RFID) It uses electromagnetic fi elds to read 
and capture information stored of an object by reading a unique tag attached to it. 
It can be used for identifi cation, authentication and tracking of items. It can store 
1000s of characters.

 1.  Passive RFID: Ultra High Frequency (UHF) Passive RFID Tags operates in 860 ~ 
960 MHz and has a read range of about 1 meter. Generation 2 (Gen2) RFID tags 
can have a read range of up to 12 meters. The new generation of tags, that is, Gen3 and Gen4 are based 
on new silicone IC and read ranges can reach up to 16 meters.

 2.  Active RFID: It operates in the Ultra high frequency at 433 MHz. These can have a read range of up to 
500 meters. Another variant of the active RFID is the 2.45 GHz. Super High Frequency tags. These can 
have a read range of up to 100 meters. The advantages of the active RFID are: (1) ability  to obtain real-
time location information, which is useful in any location and tracking applications (2) data on the RFID 
tags can be rewritten and reused (3) identifi cation of individual item rather than only the item type is 
possible with it, that is, it gives a count of the number of items that are present in a particular product. 
An RFID can read potentially 100s or even 1000s of tags simultaneously. Currently, many quick pay-
ment systems, anti-car theft devices use 13.56 MHz RFID systems.

Quick Response (QR) codes It is a type of two-dimensional barcode fi rst 
designed for the automotive industry. The code consists of black modules 
embedded in a square pattern on white background. It can work both in 
horizontal and vertical directions and can hold up to 300 times the information 
that could be encoded in a UPC barcode. QR codes can be quickly read and 
scanned from any direction.

Near Field Communication (NFC) NFC technology has its roots in RFID. When 
two electronic devices are brought close (within 4 cm) to each other, a com-
munication is established and data can be exchanged. Normally a ‘Tap’ is done 
with the item and the required information is transferred. These are used in many applications such as iden-
tity/key cards and credit cards. An NFC-enabled smartphone can be used to make several types of transac-
tions such as payments in a retail store. NFC tags are inexpensive and are becoming quite popular currently.
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6 Internet of  Things

it a networking technology (Roberti, 2005). A majority of sources attribute Kevin Ashton for coining 
the term ‘Internet of Th ings’ in a presentation he made for Proctor and Gamble (P&G), in which 
he emphasized the need for a standardized way to make computers understand the real world. Th e 
important aspect of this endeavour is connecting the Internet to the physical world (objects connection 
using RFID) through wireless sensing networks (WSNs). It was a pioneering solution at that time 
because there was no widespread usage of Internet Protocol (IP) confi gurations by mobile networks 
then. See Box 1.1 for more details on various Auto-ID technologies.

In the year 2000 (Fig. 1.2), the Internet-enabled refrigerator was launched by LG. Th e consumer 
could get the information about the temperature, freshness of the food, and nutrition information on 
a LCD screen attached to the refrigerator.

In 2001, David Brook, proposed the Electronic Product code (EPC) to address the issue of tracking 
a product throughout its lifecycle. He suggested a unifi ed product directory for this purpose. Th e EPC 
provides a unique identity to any object. It is designed to be stored on a RFID tag. Bernard Traversat 
in 2003 (Traversat et al., 2003) published the paper ‘project JXTA-C: Enabling the web of things’ in 
which a standard and open source set of protocols for ad hoc, pervasive, peer-to-peer computing were 
proposed for the Web of Th ings.

By the year 2004, major transition for smart things has gained and many publications were describing 
various smart devices in areas such as healthcare, smart bulbs/switches, and transportation. For the fi rst 
time, Walmart deployed RFIDs on a large scale to keep track of its inventory.

Th e open hardware-based microcontroller Arduino appeared in 2005. It was developed by faculty 
members at the Interaction Design Institute (IVREA), Italy. It brought with it a revolutionary change 
in the embedded computing arena. With its intuitive interface and ease of programming, it enabled 
non-domain (e.g. non-electronics background) people also to venture into smart devices development. 
Th e product ideas were limited only by the resourcefulness and imagination of developer. Several online 
web portals sprung up off ering various sensors, electronic components, and PCB shields that could be 
easily put together to prototype quickly. Further, several community-based online forums were formed 
to help developers ideate, implement, and exchange information about innovative IoT devices. In the 
same year, Ubiquitous Network Societies emerged, almost 15 years after the Ubiquitous term coined 
by Mark Weiser, who described it as:

(i)  A new era in which small non-traditional computing devices will be embedded in everyday 
objects invisibly at work in the environment around us.

(ii)  Th e applications that are built on the concepts of ubiquitous computing will use these non-
traditional computing devices in a large number.

(iii)  Th e computing devices will have sensors to measure various environmental parameters and be 
able to act independently based on certain predefi ned conditions.

(iv)  Th e computing devices are mobile and have geographical location and usually the devices in a 
neighbourhood are often used for a particular task. Hence, communication networks should 
connect these devices together in an ad hoc and spontaneous manner, and form temporary net-
works to facilitate anywhere, anytime, always-on communications.
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Emergence of IoT  7

Th e year 2008 marked the fi rst European conference, which took place in Zurich, Switzerland. During 
that time, several key industry players such as those from semiconductors, communications, networking, 
and Internet providers, have made vital contributions to further promote the growth of IoT.

Google launched the ambitious self-driven cars project in 2009, it has heralded a new era 
in autonomous vehicles area. It is signifi cant from an IoT perspective as it combines the major 
components of an IoT system, ranging from sensors/actuators that are deployed on various parts of a car 
(e.g., wheels, bonnet, bumper, and seats) and also those that allow measuring the surroundings 
around it. Th ese inputs are fed through various models and are continuously learned and used to 
trigger responses to various events happening inside and outside of the car (e.g., seat belts, temperature, 
detecting pedestrians, and lanes). Another device that made its entry in the same year was the wireless 
networked pacemaker that is inserted directly into the heart without surgery and can deliver electric 
pulses to the heart for its proper functioning.

Th e fast-paced developments happening in the IoT area prompted China to declare IoT a key 
industry and included it in its 12th 5-year plan. A national IoT centre was established in Shanghai in 
the same year. Across the country several initiatives begun on developing a range of standards, industry 
chains, and applications, which aimed at creating an industry worth more than CNY 500 billion over 
the coming decade.

Gartner, a leading research and advisory company added the IoT to its hype cycle in 2011. It tracks 
specifi c technologies and their advancement through a life cycle from ‘technology trigger’ to ‘plateau 
of productivity’.

Th e year 2011 also saw the emergence of the smart building concepts. McGlinn et al., 2010, 
defi ne Smart Buildings as an environment, which is “able to acquire and apply knowledge about the 
environment and its inhabitants in order to improve their experience in that environment” (Cook and 
Das, 2007). Smart buildings are characterized by real-time measurement and monitoring of various 
building management infrastructure [e.g., Heating, Ventilation, and Air Conditioning (HVAC)], 
external environment such as weather, noise, light, people movement, and energy pricing, and optimize 
energy consumption and ambience in the building. Th is can be achieved by IoT devices measuring 
various parameters in and outside the building. Such real-time data can be used to perform smart 
analytics (e.g., Edge analytics) and trigger intelligent control mechanisms.

Buoyed by the great potential of IoT and its wide commercial applications, several start-ups began 
to emerge in the year 2013. Google glass also appeared in the same year. However, it was discontinued 
in 2015 due to privacy and safety concerns (a new version of Google glass is launched for enterprise 
applications in 2018). Amazon’s Drone-based delivery prototype was announced in 2013 and named 
it ‘Prime Air’. Due to restrictions by Federal Aviation Administration (FAA), the project could not take 
off  immediately. Th e fi rst delivery happened in UK in 2016 as a proof of concept. IoT application for 
garbage management was also demonstrated in the same year called the connected cans that can send 
an alert when the garbage can is full so that the pickup can be planned by the garbage-collecting trucks.
Th e industrial Internet Consortium (IIC) was founded in 2014 to “accelerate the development, adoption 
and widespread use of interconnected machines and devices and intelligent analytics” (IIC, 2018). 
Several industries in areas of Energy, Healthcare, Manufacturing, Mining, Retail, Transportation, and 
Smart Cities are involved in IIC.
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8 Internet of  Things

Connected cow was an interesting application that appeared in the same year. It has transformed the 
dairy industry by enabling the dairy companies to monitor individual cows by tagging with RFID 
and other health monitoring sensors and transmit the information in real time to help monitor health 
and other location specifi c attributes. Th is led to more focussed treatment for diseases (if any), and 
also provide optimal nutrition, thus boosting the milk yield. Currently, many companies including 
Microsoft, Huawei, and Fujitsu are involved in providing IoT-based solutions for this purpose. 
A 13-ounce smart cup named ‘Vessyl’ made its fi rst appearance around this time (see Fig. 1.3). Any 
beverage poured into it is recognized and the related nutritional value is displayed on the smartphone. 
Further, it can also keep track of the drinking habits of the user and provide that information 
via a smartphone.

Th e year 2015 saw the emergence of global IoT standards with a meeting in Geneva, Switzerland. 
A group called the IoT global standards initiative (IoT-GSI), which is part of International 
Telecommunication Union (ITU) was formed whose aim is to promote a unifi ed approach for 
developing standards for IoT to enable it to scale at the global level.

Th e year 2015 also saw the emergence of drones in agriculture. Drone-based sensing was demonstrated 
in the areas of crop health monitoring, irrigation equipment monitoring, and weed detection. Th e 
ability to monitor at high temporal frequency made this technology very attractive to the farmers. 
Another area that saw the use of IoT is the smart home venting systems that allows adding room-
by-room smart vents that can control the central air conditioning installations. Th is enables to distribute 
the airfl ow from rooms that are over conditioned to those rooms that need more air. All these can be 
achieved by IoT devices and smartphone applications. Th e wearable devices market also emerged in the 
year 2015 (see Box 1.2).

Fig. 1.3  IoT-based Smart Cup Capable 
of Sending Nutritional Information 

to a Smart Phone
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Emergence of IoT  9

BOX 1.2: WEARABLE DEVICES

Wearable technology is related to the development of devices that are worn directly on body or on the 
user’s clothing, which helps to track a user’s data related to health and fi tness, location, emotions, gestures, 
and other refl exes of the human body. The wearable technology can help the user to continuously record, 
monitor, and analyse internal and external stimuli and react based on certain preset controls.

Head
Navigation, AR, phottography

web browsing, geesture,
eye tracking, soound

kNeck, chest, back
Pedo emeter, heart rate, BP,
calories, radiation, posture

Wrist
Fitness, photography, phone calls,

location, SOS, notiffications

anklesLegs, a
ation, babyWorkout, loca
tivity, powemonitors, act r
ationgenera

Smart garmennts
Speakers, musical innstruments,

socks, diapers, ECG 

Waist,W arms
cy,Pregnanc weight loss, sports

A wearable device can have sensors, computing architecture and display. Depending upon the parameter 
(e.g., pulse, gesture, etc.) that is being tracked, the wearable may use the computing on its device (very lim-
ited) or delegate an external device such as a smart phone to do the computing. Similarly, the display on a 
wearable depends on the amount of information that needs to be shown. If it is limited, then it is displayed 
on the wearable itself (e.g., smartwatches); otherwise, it is shown on a smartphone, nearby display, or ear 
buds (verbal communication).

Due to increasing adoption of wearables, the global wearables shipment is expected to reach 2.5 bil-
lions in 2023. Currently it is in the early phases, and mainly dominated by healthcare, activity, and fi tness 
wearables.

In 2016, IoT reached the peak of infl ated expectations. It is expected that it will take another 5 to 
10 years for the technology to mature and reach a stage where it could be widely adopted. Similarly, 
several key components of it, such as IoT platforms, IoT architectures, and wide-area IoT networks, 
have not peaked (i.e., reached a high level of expectations yet) and are also expected to reach the 
plateau of productivity in another 5 to 10 years. Whereas, other components such as IoT services, IoT 
edge architecture, IoT for customer service, and messaging platforms such as MQTT are expected to 
quickly reach wide adaptability in a span of another 2 to 5 years. Another key component for real-time 
decision-making in IoT systems is the event stream processing (although developed independently of 
IoT) has reached high expectation levels for its application in IoT edge analytics. Many event stream 
processing engines are emerging, but it is expected to take another 5 to 10 years, for it to be completely 
adopted and integrated with IoT edge analytics. Another, closely related innovation are the low-
cost development boards (e.g., Arduino, Raspberry Pi, etc.), which have played an important role in 
enabling users from diverse disciplines to work in IoT. Th ese low-cost development boards and related 
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10 Internet of  Things

programming interfaces have reduced the complexity of developing certain class of electronic products, 
particularly those that are useful for IoT.

In August 2016, the Mirai malware appeared and targeted under-secured networked devices running 
Linux OS systems into bots and recruited them to be part of a larger botnet network that can trigger 
large-scale attacks. Th e devices that were aff ected by this malware were mostly IP cameras and home 
routers (see Box 1.3). Smart clothes that monitor the wearer’s physical condition began to appear in the 
wearable segment of IoT in 2016 (see Box 1.2).

BOX 1.3: MIRAI MALWARE CONVERTED INTERNET OF THINGS INTO BOTNET OF THINGS

New vulnerable

devices(e.g. IP

cameras home

routers) are identified 

and message sent

to command and control

Initiates attack

Attacker

Loads virus

into the

devices

Botnet recruits other nodes

Attack Traffic
Internet

Command and

Control Center

Victim

In October, 2016, Paras Jha, Josiah White, and Dalton Norman used their Mirai botnet, which is a piece of 
malware that gets installed on under-secured IoT devices such as IP Cameras, home routers. These then 
become bots and are recruited by other bots and form a network known as a botnet. The attacker then 
initiates a Distributed Denial of Service (DDoS) attack. In this case, they attacked the domain name server 
(DNS) Dyn causing the shut down of a number of major websites including Twitter, Reddit, and the New 
York Times. Subsequently they were indicted by a court in Alaska and have pleaded guilty to charges that 
carry a sentence of up to 5 years in prison.

(Contd)
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Emergence of IoT  11

Th e security aspects of IoT received wide attention in 2017 owing to the large-scale attacks that happened 
in the preceding years. Th e US government enacted a bill called the ‘Internet of Th ings Cybersecurity 
Improvement Act 2017’, which basically mandates all the IoT devices that are sold to the government 
to have security measures and these include wearables, sensors, IoT tools, etc. Further, compliance in 
terms of including industry standard protocols, passwords that can be changed (controlled) by the users 
and do not have any known vulnerabilities (as defi ned by the National Institute of Standards (NIST)) 
(NIST, 2018).

In 2018, the number of wearables that were shipped crossed 100 million units. IoT is providing 
a great market opportunity for companies involved in IoT hardware manufacturing, Internet service 
providers, and application developers. Th e global IoT market is expected to have a compound annual 
growth rate (CAGR) of nearly 27 per cent from 2018 to 2024.

Th e IoT market is fast gaining ground and many industry leaders such as Google, Amazon, IBM, 
CISCO, Samsung, Intel, and Apple have announced new products in the IoT landscape. Along 
with these, a plethora of start-ups are testing ground. Th e industry is investing mainly in the areas of 
manufacturing, healthcare, transportation, consumer electronics, smart cars/fl eets, home automation, 
and utilities.

By the year 2020, billions of things are expected to be connected to the Internet. 

1.1.2 Vision of IoT
Th e vision of IoT can be perceived from four major perspectives (Fig. 1.4):

Th ings perspective Th e persistent and reliable availability of anything that is of interest to the user, 
which could be connected in anyway using a variety of technologies. Further, these connected things 
should be available to be accessed at anytime and from any location. Th is is similar to the ubiquitous 
computing concept that was there much earlier before the advent of the IoT.

Standards and semantics perspective Access of the things should be seamless, which is possible 
only if well-defi ned standards are adhered to by the providers of these things as they are highly 
heterogeneous in nature. In addition, the things should be interoperable, that is, the ability to integrate 
data from heterogeneous IoT devices is a must, otherwise, many IoT applications will be very specifi c 
to a particular application domain and cross-domain integration becomes highly challenging. Hence, 
standards are necessary in every component of the IoT architecture.

Internet perspective Th e aforementioned two are possible only if the things are able to communicate 
with people and people with things (people 2 things, i.e., P2T), and further, among things themselves 
(things 2 things, i.e., T2T), so that certain level of autonomous decision making is achieved. Hence, 
the web enablement or web addressability is one of the prime goals of IoT.

The main functionality of the Mirai malware was to search for under-secured IoT devices by scanning wide-
ranging IP addresses and fi nding those devices, which can be easily accessed based on a dictionary of user-
name/passwords (usually the default factory set credentials). Subsequently install the virus and make it as 
a part of a bigger network. Next, based on the instructions received from the command and control centre, 
use this network of bots to launch DDoS attacks on specifi ed targets.

Box 1.3 (Contd)
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Fig. 1.4 The Vision of IoT from Four Diff erent Perspectives

Social perspective Th e societal impact of the IoT is primarily driven by the acceptance of the users 
and their perceived value that it would bring to their lives. It is envisioned that the IoT infrastructure 
will be owned by the stakeholders in some form of democratic process, who will develop, maintain, 
and take in directions that are congenial for their growth. Th e society will be benefi ted by a spectacular 
transformation of traditional services into IoT-based smart services that provides applications that 
are much easier to use and provides far-reaching benefi ts. Th ese IoT services also operate in an 
interdisciplinary mode, where they can be easily integrated and a common set of services will come 
together and cooperate in real time to address a particular problem. Several applications such as 
monitoring air pollution, improved water conservation, and increased production of food grains.

1.1.3 Various Defi nitions of IoT
Th  e understanding of IoT is being approached from various perspectives and based upon a 
particular domain and its view of the components involved in the IoT systems. Th ere may be 
specifi c emphasis on particular modules that are important in that domain. Hence, there is no 
global consensus on an overarching IoT defi nition. Indeed, there have been eff orts by organizations 
such as IEEE to lead an initiative for developing a defi nition of IoT. Following are some selected 
defi nitions of IoT.
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Emergence of IoT  13

1.1.3.1 IEEE Defi nition
IEEE led an initiative in 2015 on developing a defi nition for IoT. In the special issue of IEEE on 
Internet of Th ings, IoT is defi ned as:

“A network of items, each embedded with sensors, which are connected to the internet.”

1.1.3.2 ITU Defi nition
Th e international Telecom Union (ITU) defi nes IoT as:

“A global infrastructure for the information society, enabling advanced services by interconnecting 
(physical and virtual) things based on, existing and evolving, interoperable information and 
communication technologies.”

1.1.3.3 IETF Defi nition
Th e Internet Engineering Task Force (IETF) is playing a crucial role in the development of several 
standards for IoT. Th ey defi ne IoT as:

“IoT will connect objects around us (electronic, electrical, non-electrical) to provide seamless 
communication and contextual services provided by them. Development of RFID tags, sensors, 
actuators, mobile phones make it possible to materialize IoT which interact and cooperate each other 
to make the service better and accessible anytime, from anywhere.”

1.1.3.4 OASIS
Organization for the Advancement of Structured Information Standards (OASIS) is a non-profi t 
consortium that drives the development, convergence, and adoption of open standards for the global 
information society. It describes IoT as:

“System where the Internet is connected to the physical world via ubiquitous sensors.”
In addition to standard bodies such as IEEE, IETF, and ITU, there are several projects that have also 
given defi nitions of IoT such as:

1.1.3.5 IoT-A
Internet of Th ings Architecture (IoT-A) developed an Architecture Reference Model (ARM), which 
addresses the issues of heterogeneity in IoT-related technologies. IoT-A defi nes it as:

“It can be seen as an umbrella term for interconnected technologies, devices, objects and services.”

1.1.3.6 Texas Instruments
Texas instruments in its paper on evolution of Internet of Th ings defi nes IoT as:

“Th e IoT creates an intelligent, invisible network fabric that can be sensed, controlled and 
programmed. IoT-enabled products employ embedded technology that allows them to communicate, 
directly or indirectly, with each other or the Internet.”

1.1.3.7 Gartner
“Th e Internet of Th ings (IoT) is the network of physical objects that contain embedded technology to 
communicate and sense or interact with their internal states or the external environment.”

1.1.4 Working Defi nition
Based on the aforementioned defi nitions, it is useful to have a working defi nition whose spirit will be 
used as the foundation for the rest of the contents of this book.

IoT = Sensing + Communication + Computation + Web Application
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14 Internet of  Things

“Making things (objects) to sense the environment in which they exist, communicate, access, actuate, 
and process data autonomously with other things in a network, and also with humans via web 
applications.”

1.1.5 Key Enabling Technologies
Th e enabling technologies of IoT are distributed in several layers of the IoT systems. Th e technologies 
at each of these layers are specialized and serves some key purposes for the functioning of that layer. 
Th ese can be categorised into four major categories (Fig. 1.5).

Application
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Hardware and
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Fig. 1.5 Major Categories of Enabling Technologies for IoT

1.1.5.1 Applications and Software
Currently, the IoT technology is being applied in a variety of fi elds due to its immense potential to create 
more smarter ways of performing various tasks in those domains. IoT applications have emerged in 
many domains such as healthcare, transportation, smart cities, industry, and energy management. Most 
of the traditional approaches in these domains are getting transformed by using the new IoT system 
functions to build practical applications. Th e main enabling technologies for IoT in this layer are:

Application Programming Interfaces (APIs) Th e application programming interface, or API 
enables to integrate the ‘things’ of IoT and act as a glue between the IoT devices and the network 
(e.g., Internet). It provides an interface for other applications to interact with your application without 
having direct access. From an IoT perspective, device level APIs can be used to enable applications 
to communicate with devices. For example, Google IoT product NEST is a smart Th ermostat that 
can control via a mobile phone the temperature in a home/offi  ce setting. While the manufacturer of 
NEST has provided the core applications to interact with the NEST device, they also provided an API. 
Using the API, developers can connect and use the NEST data in their own applications and sell them. 
Development of APIs that allow to securely expose connected IoT devices to users are one of the key 
enabling technologies for IoT. Many IoT-based APIs are available.

Software Development Kits (SDKs) Software development kits have pre-built functionality to make 
them easier to work than an API thus making them easier to integrate in an application. For example, 
the amazon IoT SDK allows hardware devices to connect device gateway and device shadow. Similarly, 
the Azure IoT has three main IoT SDKs including device SDKs, service SDKs, and Gateway SDK.
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Emergence of IoT  15

1.1.5.2 Middleware
Th e purpose of an IoT middleware is to function as a mediator between the hardware (IoT devices) and the 
application layers. Its primary tasks include collection, aggregation, fi ltering, and processing of data from 
heterogeneous devices over a variety of protocols and network topologies. Some examples of IoT middleware 
are Google Fit and Apple’s HealthKit, which allows users to access and control their fi tness data generated 
by variety of devices (e.g., wearables) and mobile applications. Xively is another IoT-based middleware that 
allows sensors to connect to its platform easily and store the data persistently, so that it can be seamlessly 
retrieved anytime. Node-RED is an open-source IoT middleware platform from IBM, which provides a 
visual tool to compose an IoT application by simply dragging and dropping its various components.

Some of the enabling technologies in these areas are:

IoT platforms An IoT platform is designed to seamlessly manage any kind of connected device, 
irrespective of the underlying protocols. Th e IoT platform can:

• Connect various components of the IoT system such as IoT sensors and devices
• Enable communication between diff erent hardware (e.g., edge hardware) and software irrespective 

of the underlying protocols
• Handle authentication, security, and privacy
• Device management functions such as monitoring, troubleshooting and administration
• Enable aggregation, analysis and visualization of data

Th ese IoT platforms are in between the data collected at the IoT gateways and the end application. 
It is estimated that the IoT platform market share will cross over $22 billion by 2023.

Data storage Cloud-based data storage is the most common form in IoT rather than storing it on the 
premise of where the data is collected. Although, it increases the cost, the main advantage is the connectivity 
it provides to the users. Users can access the data from the device, anytime and from anywhere.

Data processing One of the key functions of an IoT middleware is the ability to manage the huge 
data that is being generated by the IoT devices. Th is kind of data can be considered as big data. Th e 
attributes of big data such as Velocity, Volume, Variety, Value, and Veracity are present in the data 
generated by the IoT systems. Various IoT Middleware provides the ability to do analytics on both 
continuous streaming data as well as data that is stored. A publish/subscribe kind of middleware can 
provide functionality for continuously processing of the data using various data processing functions 
such as preprocessing, fi ltering and data mining approaches. 

Edge/Fog computing Various other forms of computing technologies are becoming key enablers in 
the middleware domain such as Edge computing, which facilitates the computation to be performed 
on computing infrastructure available close to the devices and sending the result directly to the relevant 
application. Th ere is a no collection point or cloud in this type of computing. Fog computing is another 
emerging approach, where the computation is placed at the edge of a network.

Security and privacy Due to the vast amounts of data stored and managed by the IoT middleware, 
the main concern is of security and privacy. Many cloud middleware systems provide authentication 
and authorization services. Recently, new security algorithms and tools have been developed to address 
the requirements of low powered IoT devices.
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16 Internet of  Things

1.1.5.3 Ubiquitous Connectivity
It is expected that billions of devices are going to be connected to the Internet in the near future. In 
addition to this connectivity, the devices themselves need to communicate with other devices as well as 
various other forms of computer systems (e.g., Gateway). As these devices are energy constrained, the 
optimization of energy during wireless communication is of utmost importance. Th ese communication 
technologies can also be distinguished in terms of the system performance, frequencies, Medium Access 
Control (MAC) scheme, and standardization process (i.e., open vs proprietary).

Th e key enabling technologies in this area can be classifi ed into proximal range, short range, short/
medium range, medium range, and long range.

Proximity Each IoT application has its own requirement depending upon the environment in which 
the IoT system is deployed. Th e communication protocols such as Radio Frequency Identifi cation 
(RFID), Near Field Communication (NFC) work in the proximity range, that is, 0 to 10 meters. 
Several applications particularly in the retail sectors uses NFC for bill payment at checkout by just such 
as payment at retail checkout by tapping a credit card with an item having an NFC tag.
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Fig. 1.6 Various Types of Short-, Medium-, and Long-range Connectivity in IoT
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Emergence of IoT  17

Short range In the short-range communication space, applications such as Wearables, Home 
automation, and Healthcare are popular. Key enabling technologies for this type of communication are 
Wi-Fi, Z-Wave, ZigBee, IrDA, Bluetooth, Bluetooth Low Energy, and Radio Frequency Identifi cation 
(RFID) (see Fig. 1.6).

Short-to-medium range In this range of communications, Wi-Fi is a popular technology for many 
years now. IEEE developed a set of fi ve (designated as a, b, g, n, and ac) media access control (MAC) 
and physical Layer (PHY) specifi cation for wireless local area network (WLAN) called the IEEE 802.11. 
Th ese are abbreviated as BGN, ABGN, and A/B/G/N/AC in the specifi cations for wireless routers, Wi-
Fi access points, and Wi-Fi in portable devices. However, since these Wi-Fi protocols have fairly large 
energy consumption, they are not very useful for IoT devices due to their low-power requirement. 
To overcome this issue, duty cycling (i.e., keeping the chips in sleep mode for most of the time) and 
other energy-harvesting methods are being developed. A low power Wi-Fi standard emerged called 
IEEE 802.11ah. Another enabling technology that is specifi cally developed by IETF for IoT is the 
6LoWPAN, which defi nes the mechanisms for transmitting IPv6 (128-bit Internet scheme that off ers 
about 3.4 × 1038 unique addresses to accommodate the requirements of the IoT) packets on top of 
IEEE 802.15.4 networks which defi nes low-data-rate, low-power, and short-range radio frequency 
transmissions for wireless personal area networks (WPANs).

Long range Th ere are two main options available for IoT system developers to enable long-range 
communication in their systems.

Cellular Th ese technologies operate in the licensed spectrum. Th e key technologies in this space 
are GSM, WCDMA, 3G/4G/5G, LTE-MTC, and WiMAX providing high-quality voice and 
data services. Th e 3rd Generation Partnership Project (3GPP) is a collaboration between groups of 
telecommunications standards associations that developed Narrowband IoT (NB-IoT), which is a Low 
Power Wide Area Network (LPWAN) radio technology standard.

Unlicensed low power wide area network Th e technology in this area uses the unlicensed spectrum 
and mostly proprietary in nature. Technologies such as SIGFOX and LoRA are popular for machine-
type communication (MTC) applications addressing the ultra-low-end sensor segment.

1 .1.5.4 Hardware and Devices

Miniaturization and composability Novel hardware developments are enabling the development 
of ultra-compact wireless. Advancements in the miniaturization of the hardware mainly through 
the use of the microelectromechanical systems (MEMS) technology is enabling the development 
of a new generation of devices that are ultra-compact and have high computing ability. Further, 
nano-electromechanical systems (NEMS)-based sensors are miniaturizing the sensors to nanometres 
size. Wearable medical devices that are almost invisible to other individuals are currently available. 
Th e Moore’s law states that the density of transistors on silicon chips doubles every 2 years. Th is is 
evident from the fact that today’s devices (e.g., smartphones) have the computing power of yesteryears 
high end computing systems and even supercomputers. Further, the increased ability to put together 
complex systems from simpler components is enabling the development of revolutionary products in 
many areas.
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18 Internet of  Things

High durability Th e IoT sensors are expected to work in harsh situations. In many fi eld-based 
applications, these sensors are deployed in open environments, exposing them to the elements of weather 
for years. Some of these sensors are explicitly required to withstand harsh extreme environments such 
as extreme temperatures, vibration ratings, and dust and liquid resistance. Hence, durability of these 
sensors is of great concern.

Improvements in System on Chip (SOC) architectures Some key advancements happened in the 
area of SOC architectures specifi cally designed for IoT devices such as application processors (high end) 
(are usually based on technologies adapted from mobile phone/tablet architectures) microcontrollers 
(low end), and smart analogue.

Lower costs One trend that is driving greater adoption of IoT is the lowering of the cost of the 
sensors. It is estimated that the average cost of the sensors will drop to $0.38 by 2020, down by $0.92 
as compared to 2004. Th is is helping to sense and acquire more data from a variety of environments 
and develop more data-driven intelligent applications than before.

1. 2 IOT AS A DISRUPTIVE TECHNOLOGY
Th e term disruptive technology was fi rst coined by Harvard professor Clayton Christensen, he later 
named it as disruptive innovation. Th e reason it is called as disruptive is due to its impact on an existing 
business model and the current system/society.

A disruptive technology (a hardware, software, networking, etc.) has the potential to replace an 
existing technology or a well working system that is already in place. From a product perspective, it 
could be something that begins small and steadily moves up the market and eventually becomes a 
threatening competitor to the existing products, and may eventually replace them.

Top disruptive

technologies

Internet

of Things

Artificial

Intelligence

Robots

Virtual reality

3D printing

Drones

Augmented

reality

Blockchain
l T

Fig. 1.7 Internet of Things (IoT) Along with Other 
Disruptive Technologies (Projection for the Year 2020)
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Emergence of IoT  19

Currently, IoT is considered as one of the top disruptive technology along with other technologies such 
as artifi cial intelligence, robotics, and virtual reality (see Fig. 1.7). Section 1.2.1 discusses some selected 
areas that IoT is already playing a crucial role and acting as disruptive technology.

1.2. 1 Motivating Scenarios
1.2. 1.1 Home and Personal Space
Th e personal space IoT centres on a person’s space. It includes all objects implanted or wearable by the 
person such as implanted sensors, smartwatches, Google glasses, ECG sensors, and smartphones. It also 
includes all fi xed or mobile objects and devices that come into contact (or reachable) with wearable 
objects on the person. Devices are reachable when they are within the wireless transmission radius of 
one another.

Smart buildings IBM is building a solution with the Watson IoT platform and IoT-enabled sensors 
for tracking every asset in the building using that information in their IoT platform. Th is will facilitate 
the owners of the building to understand, monitor, and control of installations such as Heating, 
Ventilation, Air Conditioning (HVAC) systems, to enable to monitor remotely. Th e burden of facility 
management is overtaken by smart sensors that capture every pulse of this infrastructure and to enable 
remote diagnostics and analysis.

Smart elevators KONE, the elevator company, is trying to understand how people are using the 
elevators. By using sensors, they are assessing how people move through buildings and estimating how 
much time can be reduced for the elevator wait. Th ey conclude that even 2 or 3 minutes reduction in 
the waiting time will make a huge diff erence in moving people to their relevant fl oor.

1.2. 1.2 Social

Food security In February 2018, a meeting at Rome was organized by the Food and Agriculture 
Organization (FAO) of the United Nations (UN). During that meeting Vicente Muñoz, Chief Internet 
of Th ings Offi  cer, Telefónica said “Th e future of agriculture hinges on the adoption of technologies 
such as the Internet of Th ings (loT), Big Data and Artifi cial Intelligence”. Further, FAO’s director 
General José Graziano da Silva was of the opinion that the greatest challenges currently faced by 
humanity is in their fi ght against hunger, poverty, and eff ects of climate changes in agriculture, further 
he said:

“Access to reliable information, including that related to changing weather patterns, is essential to 
empower farmers, especially those who live in developing countries.”

To address the above issues, investment and integration of new technologies such as IoT that will 
enable farmers to connect with real-time information (e.g., Agro-meteorological) about their farms 
and facilitate the use of simple and intuitive tools that are data driven to decrease uncertainty and 
mitigate risk. IoT’s contribution is this sector is gaining wider acceptance. Several areas are currently 
getting transformed by the use of smart sensing systems for monitoring and management of various 
fi eld tasks and parameters such as soil health, irrigation scheduling, nutrients, and early pest and disease 
prediction and warning.
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20 Internet of  Things

Reducing food wastage A Chicago-based tech start-up, Ovie, developed a smart food storage system 
based on the IoT concept that will eliminate waste and change the way people eat, save, and shop for food. 
Th e system tracks the food items in the fridge and sends reminders to eat those before getting spoiled.

Water ATM Piramal Sarvajal, a mission-driven social enterprise, is committed to leveraging 
technology to bring community-level safe drinking water to the underserved. Th e organization has 
developed and implemented innovative market-based drinking water solutions in 16 states in India. 
Th eir infrastructure includes remotely monitored water purifi cation units and solar powered, cloud 
connected water kiosks called water ATMs (see Box 1.4).

BOX 1.4: WATER ATM FOR DISPENSING SAFE DRINKING WATER

Peeth is a village in the heart of the Aravallis in Rajasthan. It is one of the most backward districts of the 
country and faces a serious water shortage. In Peeth, 84% of the population gets its drinking water from 
the local well, polluted with dangerously high levels of fl uoride and other heavy minerals. Surveys showed 
that although the locals were aware of hazards of drinking polluted water, but the only alternative was a 
single private drinking water supplier, who charged `2 per litre and only catered to 40 families. Thus, the 
villagers welcomed the Sarvajal Kendra, as a much-needed solution. Today, the facility serves more than 
200 families daily, ensuring they get safe water delivered at their doorstep.
Adapted from www.sarvajal.com; www.downtoearth.com; www.thehindu.com

1.2.1.3 Healthcare
Currently, IoT in Healthcare is being adopted in many areas. It can not only improve the existing 
healthcare systems, but also enable transformative ways (see Box 1.5) in which the patient gets treatment 
and care. It is estimated that the global IoT healthcare market to reach over USD 160 billion by 2020. 
Th e concept of ‘Connected medical devices’ is ushering new era in personal fi tness and wellness area. 
Some of the use cases are:

• Remote diagnosis and follow up monitoring
• Memory disabilities monitoring
• Early intervention for detection of critical signs
• Monitoring patient fall
• Timely medicine alerts and enhanced drug management
• Healthcare assets monitoring and tracking

BOX 1.5: OPEN ARTIFICIAL PANCREAS SYSTEM DEVELOPMENT

Dana Lewis and her husband Scott Leibrand have hacked Dana’s CGM (continuous glucose monitor) and 
her insulin pump. Using the data feed from the CGM and a Raspberry Pi computer, their own software 
completes the loop and continuously alters the amount of insulin Dana’s pump delivers. Its success led to 
the unveiling of the open artifi cial pancreas system project. “The Open Artifi cial Pancreas System project 
(#OpenAPS) is an open and transparent eff ort to make safe and eff ective basic Artifi cial Pancreas System 

(Contd)
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Emergence of IoT  21

 1.2.1.4 Environmental

Saving critical species Th e International Union for the Conservation of Nature (IUCN) maintains a 
database of the extinction risk of animal species called the IUCN red list. It reveals that the number of 
threatened species rose globally from roughly 10,000 in 2000 to over 25,000 in 2018. In the wake of 
such a revelation, it is necessary to take urgent action to protect these animals from extinction. Many 
organizations around the world are adopting IoT-based technologies to help identify, track, and protect 
them. Th e ruggedness of the terrain, remoteness, and real-time information gathering are some of the 
aspects of the problem that IoT is able to address. For example, in South Africa, IoT devices enabled 
collars are sending location and heart rate of Rhinos, which is helping the authorities to monitor them 
and immediately send rescue teams if they fi nd the animal in distress.

Monitoring and reducing air pollution Th e eff ects of air pollution are causing serious problems 
worldwide. At the individual level, poor air quality is leading to several debilitating conditions in 
humans such as asthma, attacks, lung cancer, heart diseases, and chronic bronchitis. According to 
the American Association for the Advancement of Science (AAAS), it is the world’s fourth reason for 
deaths. IoT-based air quality monitoring devices are highly capable of measuring various air quality 
parameters such as surface ozone, NO2, SO2, and particulate matter (PM2.5/PM10), and relay this 
information in real-time to the authorities to help track the zones of high pollution. Low power wide 

(APS) technology widely available to more quickly improve and save as many lives as possible and reduce 
the burden of Type 1 diabetes.”

 
Adapted from www.diyps.org; www.healthline.com; www.itas.kit.edu; www.openaps.org

Box 1.5 (Contd)
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22 Internet of  Things

area network (LPWAN) technologies such as LoRA are enabling the development of dense air quality 
monitoring networks due to its ability for long-range connectivity and low-power consumption. An 
urban sensing project called the ‘Array of Th ings (AoT)’ is being carried out in Chicago to collect real-
time data on the city’s environment for a more healthier, more effi  cient, and more livable city. Th e list 
of sensors includes environmental sensors, air quality sensors, and light and infrared sensors.

Improving water conservation Water conservation and management is essential in many facets of 
human lives. Th e various current practices are time consuming and lack real-time tracking and alerts 
for timely intervention to reduce wastage of water. Out of many applications of IoT in this area, two 
applications are described as follows:

• Smart water meters that can be used to detect leakage of pipes in the water delivery infrastructure 
(e.g., water grid). It also can help to precisely understand the water consumption behaviour of 
the users through data analytics and make and send alerts in real time. Further, by analysing the 
requirement of water in an area, adjustments to the optimal supply of water can be achieved.

• Water quality aspects can be studied by the deployment of IoT sensors in the water supply network 
to measure various water quality parameters to quickly react to those conditions when the water 
quality is deemed below the safe level.

For more compelling use cases, the reader is referred to Chapter 17.

1.2.2 Multidisciplinary Nature of IoT
IoT is driven not only by people who have specifi c background in Information and communication 
technologies (ICTs), but also by non-IT people who are showing signifi cant interest in understanding 
the IoT ecosystem and contributing to its development using their own domain specifi c expertise. 
Institutions are increasingly feeling the need to have personnel particularly those who are involved in 
systems development to understand a host of disciplines to help them design complex IoT systems. 
Hence, multi-domain research and development teams are currently preferred in the development of 
IoT system. As shown in Fig. 1.8, there are a multitude of disciplines that are involved in IoT, each of 
them have their own set of requirements and goals. However, the domain expert in any of these areas, 
for example, a person with Transportation systems development, has to work with a person who knows 
about sensors and their deployment, and in turn need to work with an Information Technology (IT) 
person to help develop the software and integrate with the system. Similarly, doctors and electronics 
and communication technology engineers have to work hand in hand to develop new IoT devices 
for healthcare. In addition, social scientists are required to understand about the societal aspects of 
the developed technology. Th is line of thought can be extended to many sectors such as defence, 
environmental monitoring, energy, and industries, who are currently building transformative IoT 
solutions Th erefore, it can be seen that for any of the technology that is being developed in IoT, there 
are multidisciplinary teams (members with varied but complimentary experience) involved to make the 
idea take shape and fi nally come out with tangible product.
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Fig. 1.8 Interdisciplinary Nature of IoT Encompasses a Variety of Domains

1.2.3 Challenges Involved in Its Further Evolution
Th e main challenges involved in the further evolution of IoT are as follows:

1.2.3.1 Technological Challenges
Th e technological challenges that could impede the future evolution of IoT include the following:

IoT system design considerations Currently, there are a variety of protocols (network, 
communication, data protocols, etc.) that are being used by various organizations/entities to design, 
develop and implement IoT systems in diverse domains. Th is is leading to non-interoperable systems, 
whose integration and access is becoming very challenging. Unless, standards are implemented in every 
step of the IoT systems development process, there will be many systems that could become unusable 
and obsolete. For example, users will end up with an IoT system (e.g., home automation), which will 
become highly vendor dependant and is no longer able to integrate with other systems implemented 
by a diff erent vendor. 
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24 Internet of  Things

Maturity and integration with existing technology Currently, most of the IoT technologies have 
not reached a matured phase where they are guaranteed to continue to grow in a particular direction. 
Hence, an IoT solution provided using a particular technology may soon be abandoned and a new 
technology used for the same functionality. Th erefore, products that the user is using may no longer be 
useful, since the technology is no longer supported by the vendor. Integration with existing technologies 
and overhead due to constant requirement for upgradation of existing the hardware infrastructure is 
another barrier that needs to be crossed for greater adoption of IoT.

Standard operating procedures (SOPs) Th e lack of well understood and standard operating 
procedures for IoT devices maintenance, response, and incident management are aspects that need to 
be strengthened to streamline the processes involved in the IoT systems. Since, it is a rapidly evolving 
cluster of technologies, the best practices are scattered and few. Hence, there is a need to document and 
guide developers on the best approaches.

Security Th e security aspects of IoT are a major concern to its widespread proliferation in the future. 
It is considered as crucial barrier for widespread acceptance of IoT. Malicious attacks and hacking of 
IoT devices (e.g., baby monitors, smart fridges, thermostats, health and medical machines, cameras, 
etc.) can pose signifi cant security nightmare. Th e main challenges include (ACE-OAuth, 2018):

(i) Authentication and authorization for secure communication Authentication allows 
establishing the identity of an entity. Whereas authorization determines whether an entity (a device 
or a user) has access rights to resources and to what extent (i.e., level of permissions, e.g., read/write). 
In the case of IoT, authentication enables to establish the identity of various IoT devices deployed in 
a shared environment, hence maintain the integrity of the IoT device and data. Trust is the backbone 
for ascertaining the identity of an entity. In computer-networked environments, passwords are the 
most common way of authentication of human users. However, in a machine-to-machine interaction, 
cryptography-based authentication and authorization mechanisms are useful, where cryptographic keys 
are commonly used. A digital certifi cate issued and digitally signed by a certifi cate authority (CA) 
contains a public key and identity of the owner. Th e IoT devices can use these digital certifi cates for 
authentication and create the required Trust for all parties in the network. However, such CAs are non-
existent at present for the IoT domains. Hence, effi  cient ways to deploy the keys and manage them 
is an ongoing eff ort. Further, current security protocols and cryptography approaches require good 
amount of memory space, which is diffi  cult to implement on low-powered IoT devices. Th erefore, the 
challenge is to develop approaches for deploying and managing the keys that can adapt without causing 
additional overheard on the IoT node (Yang, et al., 2016). In addition, the authorization and access 
control should be customized based on the type of the IoT Node (Li, et al., 2017). Recently, IETF 
proposed the authentication and authorization in constrained environments (ACE-OAuth) framework 
for IoT devices. It is based on OAuth 2.0 (OAuth is a widely used open standard for delegation) and 
Constrained Open access Protocol (CoAP).

(ii) Privacy IoT devices that collect sensitive user’s data are posing an immense threat to an 
individual’s privacy. For example, data gathered by sensors related to health, home appliances usage, 
tracking devices for phones, work habits, etc. could be transmitted to a cloud service or a third party 
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Emergence of IoT  25

without the user being aware of it. Existing privacy approaches are user-centric, that is, it is based on 
individual’s preference to the content and quantum of data that he/she deems to be sharable and what 
remains private. Th e data-collection entities are obligated to inform the users about the intended usage 
of the acquired information. However, in the case of IoT nodes that are collecting private information, 
there is a threat to privacy at (i) endpoints where each IoT node emits the data, and (ii) data obtained 
from networked IoT nodes, which are collected, combined, and analysed to reveal a pattern and thus 
giving out more sensitive information. In addition to data privacy issues, IoT device deployment at 
sensitive areas and across socio-cultural borders requires a new way to understand the implications of 
privacy invasion.

1.2.3.2 Connectivity
Huge challenges need to be overcome for ensuring connectivity of billions of devices in IoT. Many 
technologies are available for enabling connectivity in IoT such as those in the unlicensed spectrum, 
low-power wide area networks (LPWAN), cellular, and satellite-based technologies. Th ese are at various 
stages of maturity and continuously evolving in terms of the core technologies and applications to IoT. 
Th e future of these connectivity solutions depend on the adaptability to the vast array of diverse IoT 
devices and applications, as the requirements vary in terms of data capture rate, data transmission rate, 
latency, storage, etc. Hence, connectivity needs are based on the device and its particular characteristics. 
Th erefore, no single technology will be able to cater to all the needs of the IoT systems. Integration and 
interoperability of various connectivity solutions will be a key factor for seamlessly switching between 
various IoT devices implementing varied connectivity technologies.

1.2.3.3 Societal Drivers
Issues of privacy and trust are going to be the main drivers for the wide acceptance of IoT. Th ere is 
a need for various institutions (public and private) to implement mutually agreed and standardized 
privacy procedures into their systems and the core IoT system architecture is built on the foundations 
of privacy, trust, and data protection. For example, an IoT device could capture the location of the 
user to give location-based services, but does not use that data for any other purpose, such as tracking 
the individual. Similarly, the data captured by the device may send only the summary and does not 
transmit the original raw data, or the data lives only for a short period or anonymised so that it cannot 
be identifi ed with any particular user. Such kind of approaches will make the user to feel protected 
when using privacy friendly IoT applications. Currently, such things are not fully implemented in the 
IoT ecosystem. Th e current focus is more on giving better functionality and user experience rather 
than focusing on implementing the principle of Privacy by Design. According to it, starting from the 
fundamental building blocks in the IoT system development, privacy is given utmost importance and 
embedded in each and every process of the system development. Such systems are robust and have 
better chances of gaining the trust of the consumer.

1.2.3.4 Uncertain Returns on Investment
Th e investment in IoT according to the market reports is very high (see Box 1.3). However, businesses 
are struggling to understand and make an estimate of the return on investment (ROI) due to the 
emerging nature of the IoT technology and lack of historical data or business cases (World Economic 
Forum report, 2015) that could be used as a benchmark or point of reference to estimate the ROI.
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26 Internet of  Things

1.3 STANDARDIZATION
Th  e massive scale of IoT comprises billions of devices and subsystems. To be able to interconnect them 
and derive meaningful information requires that these heterogeneous systems need to be interoperable, 
that is, the ability to work with any underlying protocols, data models, and content types. Since, there 
are many public and private stakeholders involved in IoT, there will be many proprietary and open 
solutions in various domains with each solution providing its own IoT infrastructure, devices, APIs, 
and data formats due to which it becomes challenging to integrate them. To achieve interoperability 
and enable scaling up of IoT, standards are required.

1.3.1 Need for Standardization at Various Layers of IoT
As IoT is a multi-layered system comprising of various layers related to sensing, networking, 
communication, session, etc., standardization is required at each of these layers (the architecture 
reference model of IoT is explained in Chapter 14). Considering this need, several standards have been 
proposed with a focus on specifi c requirement in the development of an IoT system. For example, the 
data link layer connects two things or thing and gateway device that connects a group of things to the 
Internet. Various short-, medium-, and long-range protocols have been developed for connectivity 
(see Figs 1.6 and 1.9). Specialized routing protocols were developed to enable several IoT devices to 
communicate and aggregate information and then send it on to the Internet. Further, in the network 
layer, among other protocols such as UDP, 6TiSCH, and THREAD, the 6LoWPAN is developed 
for power constrained devices, standardizes a way to carry packet data in the form of IPv6 over IEEE 
802.15.4. Th e messaging among various components of the communication subsystem is addressed in 
the session layer. Among them, the Constrained open Access protocol (CoAP) was developed by IETF 
Constrained RESTful Environments Working Group (CoRE). It works on UDP or UDP analogue. 
Th e Message Queuing Telemetry Transport (MQTT) originally developed by IBM works on the TCP/
IP. More details on the IoT standards and protocols are discussed in Chapter 4.

Session

Network
layer

Datalink

RPL, CORPL, CARP

6LoWPAN, 6TiSCH, 6Lo, Thread

CoAP, MQTT, XMPP, CoRE, DDS, AMQP

Routing

Encapsulation

IEEE 802.15.4 Bluetooth LE, NFC, Wi-Fi, Z-Wave,
ZigBee, thread, Z-Wave, ANT+, Enocean, Wireless HART,
ISA100.11a, 802.11a/b/g/n/ac, 802.11af, 802.11ah &

802.11p, IEEE 802.15.4, Cellular, 4G/5G, LTE-MTC,
WiMAX, LPWAN, SIGFOX, LoRa 

Fig. 1.9 Variety of Standard Protocols Currently Available for IoT
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1.3.2 Organizations and Their Eff orts for Standardization
Various organizations are involved in the IoT standardization eff orts. Following are some key institutions 
and their contributions:

Institute of Electrical and Electronics Engineers (IEEE) IEEE is a global, professional engineering 
organization whose mission is to foster technological innovation and excellence for the benefi t of 
humanity. Th e standards body of IEEE called the IEEE standards association is involved in developing 
standards, specifi cations, and best practices for IoT. Th e IEEE P2413 defi nes an architectural framework 
for the IoT, including descriptions of various IoT domains, defi nitions of IoT domain abstractions, and 
identifi cation of commonalities between diff erent IoT domains.

ETSI (European Telecommunications Standards Institute) ETSI develops standards for 
information and communications technologies (ICT), including fi xed, mobile, radio, converged, 
broadcast, and Internet technologies. In the IoT space, it works with ONE M2M (another standards 
body) to provide standardized M2M interfaces. Th e goal is to enable IoT devices to connect seamlessly 
and to ensure that they are network agnostic. From an M2M standpoint, various M2M technologies 
are supported by ETSI such as smart appliances, smart metering, smart cities, smart grids, e-health, and 
intelligent transportation systems. Further, specifi c to IoT, ETSI is working in the areas of: security for 
the IoT, low power supplies in the IoT, radio spectrum requirements, and embedded communications 
modules.

OneM2M It is a Global standards initiative for M2M and IoT. It has over 200 member organizations. 
It works in a partnership mode with various standards organizations and provides a detailed standard 
for M2M/IoT in the areas of architecture, interfaces, security, communication protocols, etc. Th e 
oneM2M-layered model consists of network layer, common services layer, and the applications layer. 
Th e goal is to have applications to share common infrastructure, environments, and network elements 
to enable interoperability. Th e common services layer can be readily embedded within various hardware 
and software and provides functions that M2M applications across diff erent domains commonly need 
(e.g., data transport, management, discovery and policy enforcement, security/encryption, etc.). Th e 
Representational State Transfer (REST)-based architecture of oneM2M allows the use of multiple 
protocols such as HTTP, CoAP, MQTT, or WebSocket to work with oneM2M application servers 
worldwide.

Internet Engineering Task Force (IETF) It is an open, international community of network 
designers, operators, vendors, and researchers concerned with the evolution of the Internet architecture 
and the smooth operation of the Internet. Its mission is to “make the Internet work better by producing 
high quality, relevant technical documents that infl uence the way people design, use, and manage the 
Internet.” Within IETF, specifi c IoT-based focus is towards:

6LoWPAN 6LoWPAN is IPv6 adaptation layer and header compression mechanism that  is suitable 
for low power constrained IoT devices and networks.

Routing Over Low power and Lossy networks (ROLL) ROLL establishes routing protocols for 
constrained-node networks.

Chapter 1.indd   27Chapter 1.indd   27 27-01-2021   7.07.32 PM27-01-2021   7.07.32 PM

© Oxford University Press. All rights reserved.

Oxfo
rd 

Univ
ers

ity
 Pres

s



28 Internet of  Things

Constrained RESTful Environments (CoRE) CORE extends the Web architecture to most con-
strained networks and embedded devices.

International Telecommunications Union (ITU) It released the ITU report on Th e Internet of 
Th ings in 2005, which describes the various visions of IoT, and terms IoT as an ‘ubiquitous network’. 
It published recommendations in the areas of tag-based identifi cation services, ubiquitous sensor 
networks (USN), and ubiquitous applications in next-generation networks. Specifi cally for IoT, this 
organization contributed towards IoT terminology, common requirements and capabilities, APIs and 
protocols for IoT, IoT testing, network, security, and privacy protection aspects of IoT. Further, various 
focus groups were formed for several application areas such as e-health, smart grids, home networks, 
smart sustainable cities, and smart water management.

Object Management Group (OMG) It developed the Data Distribution Service (DDS) for IoT. 
It is a middleware protocol and API standard for data-centric connectivity. It is pub/sub standard, 
which enables scalable, real-time, reliable, high performance, and interoperable data exchanges between 
publishers and subscribers. In a data-centric system, the focus is on user-defi ned data (the data model). 
Th e middleware understands the context of the data and ensures that all interested subscribers have a 
correct and consistent view of the data. 

OASIS It is a standards body that is responsible for providing a lightweight publish/subscribe reliable 
messaging transport protocol suitable for communication in M2M/IoT contexts where a small code 
footprint is required and/or network bandwidth is at a premium.

1.3.3 Factors for Widespread Adoption of IoT
IoT-based technologies are driving a wide range of application areas that have stagnated and lacking 
much innovation in the preceding years of IoT. It has already permeated in various walks of life. Th e 
various factors that led to the widespread adoption are mainly due to the technological advancements 
and economic viability in the areas of the following.

1.3.3.1 Technology Viewpoint
Communication and network Connectivity is one of the key pillars of IoT. Th ere are a host of 
technologies that are being developed (some of them have already reached mature levels) and in multiple 
ranges (short, medium range) which are enabling the IoT revolution gain widespread acceptance. 
Customized versions of Internet protocols for low-powered devices such as the 6LoWPAN, which 
is based on the IPV6 Competing wireless technologies such Cellular (4G/5G) and LPWAN (e.g., 
LoRA) technologies are giving the IoT system developers options to develop IoT networks that can be 
deployed in remote challenging areas. More details are presented in Chapter 4.

Computing A computing revolution has happened in the last decade, with new paradigms of computing 
emerging such as the cloud computing. It has completely changed the way in which data is stored, 
processed, analysed, and disseminated. Th e low-cost nature and always available kind of computing 
resources is an attractive alternative to the user as compared to in-house computing infrastructure. 
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Th e IoT has considerably gained by cloud-based infrastructure, since there is a need to process data 
from a very high number of sensors, which requires considerable computing power. Organizations 
and individuals working in deploying IoT-based solutions can now subscribe to a cloud-provider for a 
considerably low rate and quickly deploy the IoT solutions. Various cloud providers (e.g., Amazon Web 
Services (AWS) IoT, IBM Watson IoT, etc.) are providing off  the shelf IoT platforms to enable end-
to-end management of the IoT resources. Further, the emergence of ‘Data Science’ area has ushered in 
new ways for analytics, both at the edge of the IoT network through streaming data processing analytics 
and also batch-processing/offl  ine approaches that includes machine learning-based techniques.

Low-cost devices Sensors and their integration with IoT is becoming aff ordable. Due to it, an ever-
increasing number of domains are able to use IoT sensors to drive their processes; these solutions are 
contributing towards developing automation in several sectors.

1.3.3.2 Consumer Viewpoint
From a consumer perspective, usefulness, price, connectivity, security, and privacy are the main enablers 
for high adoption of IoT products. Th e IoT products such as wearables in the fi tness and wellness area 
have already showed high promise due to the practical use and aff ordable pricing. As the consumers get 
more educated in the value that IoT products bring to their daily lives, greater will be the adoption. 
Companies have already embarked on targeted campaigns to create consumer awareness and change 
their perception of this new technology.

REVIEW QUESTIONS

 1. Describe the historical context that led to the 
emergence of IoT.

 2. Describe various Auto-ID technologies.

 3. What is the vision of IoT? Explain the diff er-
ent perspectives from which IoT’s vision can be 
understood.

 4. Various organizations have defi ned IoT. Describe 
in what aspects these are similar (if any). What 
components or parts of these defi nitions are 
similar?

 5.  Give your own defi nition of IoT. How is it diff er-
ent from other defi nitions?

 6.  What is an enabling technology? Describe the 
key enabling technologies of IoT.

 7.  Explain the evolution of a disruptive technology.

 8. Why is IoT considered as a disruptive technology?

 9. Give some motivating scenarios where IoT has 
been a disruptive technology.

 10. What is the need for IoT standardization?

 11. Give an overview of IoT Standards and men-
tion the organizations that are involved in IoT 
Standardization and their specifi c roles.

 12. What is leading to the widespread adoption of 
IoT?
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